The communication between two legitimate peers in the presence of an external eavesdropper is studied from a physical-layer security perspective in the context of free-space optical (FSO) communications. We discuss viable mechanisms to eavesdrop the communication and study the effect of random optical irradiance fluctuations inherent to FSO communications on the probability of achieving a secure transmission. We observe that the joint effect of laser-beam divergence and turbulence-induced fading on the received irradiance, under certain conditions, allows an external eavesdropper close to the legitimate receiver to compromise the communication. Interestingly, we also observe that an eavesdropper placed close to the legitimate transmitter can easily compromise the communication by taking advantage of the larger attenuation suffered by the signal when propagating through the FSO link.
Introduction
The possibility of having a secure communication in the presence of an external eavesdropper is a classical problem in communication theory, ever since Wyner introduced the wiretap channel [1] . The original formulation of the problem was motivated by the potential insecurity of electrical signals transmitted through copper-wired links due to compromising emanations or physical wire-tapping. However, while fiber optic cables are extremely more secure than comparable copper cables, the interception of the optical signals transmitted through fiber is also possible [2] . For this reason, the problem of secure communications in optical links has also been a matter of study [3] - [5] .
Wireless transmission is known to provide an additional layer of security to the communication between two legitimate peers in the presence of an eavesdropper [6] , [7] , due to the random fluctuations that affect the signals when propagating through air. As opposed to the conventional setup for the Gaussian wiretap channel [8] for wired links, fading allows for having a secure communication even when the average signal-to-noise ratio (SNR) at the eavesdropper is larger than the SNR at the legitimate receiver. This observation has boosted the interest of the research community in the field of physical layer security over the past few years [9] - [16] , as a means to provide reliable secure communications, relaxing the complexity and complementing the performance of the required cryptographic technologies.
Similarly to what happens in wired links, wireless optical transmission is inherently more secure than radio-frequency (RF) transmission. Because of the high directionality of optical beams compared to the almost broadcast nature of RF signals, this makes them much harder, yet not impossible, to intercept. For this reason, the literature related to physical layer security in wireless optical communications is much scarcer, both for visible light [17] and free-space [18] - [20] optical (FSO) communications.
The propagation in FSO communications is affected by harmful effects, within which the most relevant one is the random fading characteristic of the received optical intensity. This phenomenon, referred to as scintillation, leads to a random SNR at the receiver that can cause a link outage. In this sense, the statistical behavior of the received optical irradiance has been analytically characterized by means of known statistical distributions that fit to experimental measures, such as Log-normal or Gamma-Gamma [21] - [23] , modeling weak, moderate, or strong turbulence conditions. Moreover, the specific nature of FSO communication systems imposes some restrictions on how an eavesdropper can effectively intercept the communication by the transmitter and receiver. A plausible mechanism for interception arises when part of the beam radiation is reflected by small particles, and then is detectable by an external observer not in the line-of-sight (LOS) of both communication peers. However, the amount of power received by the eavesdropper will be considerably smaller, compared to an equivalent RF scenario. An alternative scenario would have the eavesdropper blocking the laser beam in order to collect a larger amount of power. Should this be the case, then the legitimate receiver would notice that the average received power is decreased noticeably and therefore the communication can be stopped for security reasons. As we will later discuss, there can be other alternatives for designing physically realizable eavesdroppers that take advantage of the specific nature of optical transmission.
In this paper, we provide a theoretical characterization of the probability of secure transmission in FSO communication systems. Specifically, we consider two legitimate peers that wish to communicate securely in the presence of an external observer. We characterize the security of the FSO link in terms of the probability of having a secure transmission, using the probability of strictly positive secrecy capacity as performance metric [6] . We obtain novel closed-form expressions for this metric for most common FSO propagation models that allow us to study the interplay between the amount of power leaked to the eavesdropper and the propagation conditions when characterizing the communication from a physical layer security viewpoint.
System Model and Problem Definition
As previously mentioned, we consider the problem in which two legitimate peers, say Alice (transmitter) and Bob (receiver), wish to communicate over a wireless link in the presence of an eavesdropper, say Eve, that observes their transmission. 1 Here, a terrestrial FSO link which consists of a single-mode semiconductor laser as the transmitter and a photo-detector as the receiver is considered, assuming that an On-Off Keying (OOK) intensity modulation with direct detection scheme is employed. The noise at the receiver is modeled as Additive White Gaussian Noise (AWGN) with zero mean and variance 2 n , mainly associated to the high intensity shot noise produced by the ambient light, as detailed in [24] .
We also consider the presence of an eavesdropping device (Eve) that can be understood as a sensing device that collects a fraction of the power radiated by Alice. As discussed in the introduction, the presence of Eve should not affect the received power at the legitimate receiver in a way that makes Bob aware of the attack and, therefore, able to request Alice to stop the communication for security reasons. Therefore, we consider that Eve collects a fraction r e of the available power from the received laser beam whereas Bob receives a fraction r b , being r e þ r b 1. The direct link between Alice and Bob, i.e., the line of sight (LOS), is characterized by a distance d b whereas d e represents the distance between Alice and Eve. Note that the parameters r e and r b are dependent on the method used to collect the optical power into each device.
With these settings, the instantaneous electrical SNR at the receiver side can be defined as
where R is the photo-diode responsivity, I 0 is the received optical irradiance in absence of signal fluctuations due to turbulence and I is a random variable that models the normalized irradiance received in an atmospheric scintillation scenario. Note that 0 represents the electrical SNR in the absence of atmospheric scintillation.
Hence, the instantaneous electrical SNR in the absence of atmospheric turbulence 0;x received at Eve ðx ¼ eÞ and Bob ðx ¼ bÞ can be defined as
where I 0;x ¼ r x I tx e Àd x is the optical irradiance received at x in absence of turbulence, I tx represents the radiant emittance of the laser, and the term e Àd x represents the intensity attenuation loss in free space, being an attenuation loss constant and d x the distance from the transmitter to x .
Since the laser beam experiences divergence due to optical diffractions, one possibility for a successful eavesdropping is to locate Eve in the divergence region of the laser beam as suggested in [26] . In practice, this implies that Eve is placed close to Bob, as shown in Fig. 1 . According to this model, the FSO link is inherently secure for small divergence angles. However, note that for long distances between legitimate peers, Eve has a stronger chance for eavesdropping on the FSO link, by collecting the power not captured by Bob. In this case, the parameters r e and r b depend on the aperture diameter of each device as well as the beam divergence angle.
In a different scenario, the eavesdropper could potentially intercept the communication by capturing power within the convergence zone of the beam. By doing so, there is a chance that Bob (or Alice) become aware of the presence of Eve. In our analysis, we will also discuss the implications of this situation on the security of the FSO link.
Let us denote as b the instantaneous electrical SNR at the receiver for the link between Alice and Bob, and let e be the instantaneous electrical SNR at the eavesdropper for the wiretap link between Alice and Eve. According to the information-theoretic formulation in [8] , the secrecy capacity is the maximum transmission rate at which Eve is unable to extract any information and is defined as
where C b is the instantaneous capacity of the main (Bob) channel and C e is the instantaneous capacity of the eavesdropper channel
where log is the base-2 logarithm. For the sake of simplicity, we assumed a normalized bandwidth B ¼ 1 in the previous capacity definitions. In this case, assuming that I e and I b are the normalized irradiance fluctuations at Eve and Bob, the instantaneous electrical SNR received at Eve ð e Þ and Bob ð b Þ can be expressed, respectively, as 
Since channel capacity is by definition a non-negative metric, the secrecy capacity for a given realization of the fading links is, therefore, given by
Due to the different propagation effects inherent to FSO communications, both e and b are in general subject to random fluctuations that will impact the capacities of both links, and therefore the secrecy capacity. We consider that the random fading channel coefficients do not change over the transmission of a codeword [7] . Similarly, this consideration is also related to the availability of channel state information (CSI) at the receivers: in this situation, both Bob and Eve can estimate the channel very accurately and hence have almost perfect CSI. Furthermore, Alice is also able to know Bob's CSI through a feedback mechanism [27] or based on channel reciprocity [28] . We can also assume that Alice has some knowledge of Eve's channel. As we will later justify (cfr. Section 5), even though when Eve is a malicious passive eavesdropper for which CSI cannot be estimated by Alice, we can still consider that some kind of statistical CSI knowledge is available at Alice.
As previously mentioned, the atmospheric turbulence induces a random fluctuation on the received optical irradiance and, thus, on the electrical SNR, which is usually characterized by different stochastic models [23] , [29] . Among these models, the most commonly used are the log-normal, usually applied under weak turbulence conditions, the negative exponential, for strong or extreme atmospheric conditions, and the Gamma-Gamma distribution. This last one was presented to provide a mathematically tractable model based on the multiplicative effect of large-scale and small-scale fluctuations [22] . This statistical distribution has been widely used to model from weak to strong turbulence induced scintillation.
In this work, we will use a probabilistic metric for the characterization of the secure communication as defined in [6] , which is usually referred to as probability of strictly positive secrecy capacity
which can be regarded as the probability of existence of a secure communication.
Analysis
From previous equations, we find the following general relationship between the electrical SNR received at Bob and Eve in absence of atmospheric turbulence, 0;e ¼ 0;b r e r b e
From (7), in this situation the secrecy capacity C S is not null whenever 0;b > 0;e , which is satisfied if
that is, when the atmospheric attenuation loss experienced by Eve is lower than a scaled version of the atmospheric attenuation loss experienced by Bob. Note that in the scenario depicted in Fig. 1 and considered in [26] , the secure communication is very likely to occur: in practice, the eavesdropper needs to be located in the proximity of Bob due to physical constraints (e.g., in the top of the same building) so that d e % d b ; furthermore, the transmission between Alice and Bob is aligned in order to maximize the amount of received power, and therefore it is reasonable that in most scenarios r b > r e . However, an additional insight can be extracted from (10): in case Eve is located very close to the transmitter Alice (e.g., again, in the top of the same building), we have that d b ) d e or equivalently d e % 0. Hence, even though the beam might not have diverged in the proximity of Alice, there is a chance that the secure communication between Alice and Bob is compromised even for r e ! 0. In a more realistic scenario, the presence of atmospheric turbulence must be considered. Hence, under random irradiance fluctuations, the probability of having a secure communication is given by
This general expression is independent on the statistical model used to described the effect of the atmospheric turbulence. In the next subsections, we analyze this secrecy capacity metric depending on the position of the eavesdropper for weak to strong turbulence intensities. As previously discussed yet without loss of generalization, and justified by the inherent characteristics of FSO links, we focus on two cases depending on whether the eavesdropper is located near the transmitter or near the receiver.
Case A: Eavesdropper Near the Transmitter
Let us first consider the case when an eavesdropping device is located near the transmitter. We will refer to this scenario as EnA (Eve near Alice). Due to the narrowness of the laser beam near Alice, a potential eavesdropper near the transmitter cannot intercept the beam without partially blocking the LOS between Alice and Bob, as shown in Fig. 2 . From a practical implementation point of view, Eve must be a sufficiently sophisticated device so that it can get a small fraction r e of the irradiance from the laser beam towards Eve and let pass a fraction r b of the irradiance towards Bob, with r e þ r b 1, where the equality holds under the assumption of a lossless passive eavesdropper (for instance, a passive optical beam splitter based device carefully placed at the transmitter output). In this case, the parameters r e and r b also depend on the eavesdropper reflection/transmission ratio parameter. In this scenario, since d e % 0, we can assume absence of turbulence and attenuation for the channel between the transmitter (Alice) and the eavesdropper (Eve), i.e., e ¼ 0;e . However, the link between legitimate peers is subject to random fluctuations inherent to FSO links. Therefore, the probability of achieving a successful secure communication between Alice and the legitimate receiver, i.e., Bob, will be given by
where F b ðÁÞ is the cumulative distribution function (cdf) of the normalized irradiance received at Bob I b . Hence, this probability depends on the specific distribution used to model the FSO link between Alice and Bob, the fraction of power leaked to the eavesdropper ðr e Þ, and the distance between Alice and Bob ðd b Þ. Interestingly, P þ S in this scenario is fully characterized by the cdf of the electrical SNR at Bob. Note that the presence of fading leads to a non-zero secrecy capacity for the whole range of r e 2 ½0; 1Þ, whereas in the absence of turbulence the set of values of r e that ensures a certain strictly positive secrecy capacity is obtained from (10) as r e 2 ½0; 1=ðe d b þ 1ÞÞ.
Case B: Eavesdropper Near the Receiver
We now consider the case in which Eve is located close to the receiver, that corresponds to the system depicted in Fig. 1 . We will refer to this scenario as EnB (Eve near Bob). This is the scenario suggested in [26] as potentially likely to suffer from eavesdropping. In this situation, the received irradiances at Bob and Eve will be affected by random fluctuations induced by turbulences both in the small and large scale. Due to their spatial proximity, these random effects will be correlated [29] . Hence, the computation of the probability of strictly positive secrecy capacity in this scenario according to (11) must be carried out from the joint distribution of b and e .
In some practical situations, the correlation patterns for the small-scale and large-scale turbulences may have different behaviors. As in [30] , we assume that the distance d b % d e is much larger than the laser beam divergence, and also that Bob and Eve are sufficiently close. Hence, the signals received by both agents are likely to be deflected by the same eddies, implying that large-scale effects can be assumed to be the same for both receivers. However, as discussed in [30] , the small-scale effects are assumed to be identically distributed and correlated due to spatial proximity, with this correlation depending on the relative position of Eve with respect to Bob.
Expressing the received optical irradiances in terms of their separated small-scale and largescale components [22] , we have
where X models the random effects of large-scale induced turbulence, whereas Y b and Y e model the small-scale fluctuations at Bob and Eve, respectively. Thus, (11) can now be reexpressed as
Interestingly, this latter metric does not depend on the distribution of the large-scale turbulence. The small-scale components Y e and Y b are usually modeled as Gamma random variables in most popular models in the literature (e.g., Gamma-Gamma or Gamma-Lognormal) [23] , which can be correlated due to spatial proximity. Since the distribution of the difference of two correlated gamma variables is known to be connected with the McKay distribution [31] , P þ S can be computed using the results in [32] .
In this situation, if we denote Á b ¼ r b Y b and Á e ¼ r e Y e , we have that both are Gamma distributed Á b $ Gð; =r b Þ, and Á e $ Gð; =r e Þ and their marginal probability density functions (pdfs) have the following form: 17) where ÀðÁÞ is the Gamma function, and is the shape parameter of the Gamma distribution, related to the effective number of small-scale eddies that affect each link [22] . Note that for meannormalized Y x , as usually assumed, the average of Á x is E½Á x ¼ r x . The pdf of Á ¼ Á b À Á e can be expressed in closed-form using [32, eq. 22a] as
for x 6 ¼ 0, where 1 ¼ r b =, 2 ¼ r e =, is the correlation coefficient between Á 1 and Á 2 and K ðÁÞ is the modified Bessel function of the second kind and order . We see that the pdf of Á has the form
with C 0 ¼ 1=ðÀðÞ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi ffi 1 2 ð1ÀÞ p Þ Á ð1=ðð 1 þ 2 Þ 2 À 4 1 2 ÞÞ ð2À1Þ=4 , and the parameters a ¼ þ 0:5,
À ÞÞ. Therefore, after plugging (18) into (15), the following integral needs to be solved in order to characterize the secrecy metric P
This integral can be solved using [33, 6.621.3] , yielding
where 2 F 1 ðÁ; Á; Á; ÁÞ is the Gauss Hypergeometric function. Specializing for ¼ 1, which corresponds to the case of very strong turbulence intensity, the secrecy metric has a simpler expression in terms of elementary functions as
The particular cases of total correlation and zero correlation for the small-scale components have special interest as they represent limiting behaviors. In the first situation, Y e ¼ Y b , and hence, the probability of strictly secrecy capacity is simplified to
which exhibits a binary behavior as in the classical setup for the Gaussian wiretap channel [1] . On the contrary, if total independence is assumed for the small-scale turbulence induced fading, we observe a very different behavior. As both agents, Eve and Bob, experience uncorrelated small-scale fluctuations, the probability P þ S is maximized for a given when ¼ 0. In the particular case of considering an exponential distribution for the received irradiance at Bob and Eve (i.e., very strong turbulence, ¼ 1), we obtain a very simple expression for this probability:
The best possible eavesdropper would be able to ideally collect all the power not captured by Bob (i.e., r b ¼ 1 À r e ). Hence, (25) reduces to
Results
We have presented a detailed characterization of the information-theoretic security for FSO links in terms of the pdf and cdf of the SNRs at Eve and/or Bob. Hence, our approach applies in general for any choice of distribution, thus allowing for considering different propagation conditions. Next, the expressions derived in the previous section are evaluated numerically to discuss the main implications that arise in practical scenarios of interest. We will first focus on the EnA scenario described in Section 3.1. Since the secrecy metrics calculated in this situation are expressed in terms of the cdf of the normalized irradiance received at Bob, conveniently scaled by the rest of system parameters (i.e., d b and r e ), we can easily evaluate them in different atmospheric turbulence conditions. Specifically, we will use the Gamma-Gamma (GG) distribution [22] to model both moderate and strong turbulence, whereas the scenarios affected by weak turbulences will be modeled by the Log-normal (LN) distribution, respectively. The cdfs for both turbulence fading models are, respectively, given by
where 2 l is the log-intensity variance, and and are the effective number of large-scale and small-scale eddies of the scattering process, respectively, whose values depend on Table 1 . For the sake of simplicity, the equivalent Gamma-Gamma shape parameters and have been obtained from [22, Eq. (18) ] and [22, Eq. (19) ], respectively, assuming plane wave and negligible inner scale. In Fig. 3 , we investigate the value of r e (fraction of the laser beam leaked to Eve) that leads to a certain value of probability of strictly secrecy capacity, as a function of the distance d b between Alice and Bob. The set of values for this probability is 0.1, 0.5 and 0.9, meaning that in the presence of an eavesdropper, a secure communication is only possible with a 10%, 50% or 90% of probability at a given distance. Typical values for the atmospheric attenuation loss are considered [34] , as well as a moderate turbulence scenario modeled by the Gamma-Gamma distribution with ¼ 4:0 and ¼ 1:9.
We observe a huge dependence with the atmospheric attenuation loss experienced by Bob. For instance, if we want to guarantee a probability of positive secrecy capacity of 0.9 in the presence of an eavesdropper with r e ¼ 0:01 located near the transmitter, a maximum distance of 100-500 m is feasible for the FSO link (assuming an attenuation loss of 100 dB/km and 20 dB/km, respectively). Longer distances would be possible by reducing either the secrecy constraints, the fraction of transmit power received by Eve ðr e Þ or the attenuation losses. We must note that those values of r e > 10 À2 would cause a noticeable power reduction at Bob and hence are likely to make the legitimate peers aware of Eve. However, we also see that in general the EnA scenario is very sensitive to eavesdropping for very low values of r e . This somehow conflicts with the popular belief that FSO links are inherently secure thanks to the directivity of the laser beam. Hence, this fact must be taken into account when designing FSO communication systems with secrecy constraints.
The strictly positive secrecy capacity as a function of the distance d b is represented in Fig. 4 , for different turbulence conditions. A value of r e ¼ 0:01 and r b ¼ 1 À r e has been assumed. Weak turbulence is modeled by a log-normal distribution with 2 l ¼ 0:3, moderate turbulence is modeled by the Gamma-Gamma distribution with ¼ 4, ¼ 1:9, and strong turbulence is modeled by the Gamma-Gamma distribution with ¼ 4:2, ¼ 1:4.
In the EnA scenario, we observe two different behaviors that illustrate very insightful effects: for shorter distances, perfect secrecy starts being compromised first as the turbulence becomes more severe. This is in coherence with the fact that a stronger turbulence means a larger fluctuation in the SNR; therefore, even though in this situation the average SNR at Bob is larger than the average SNR at Eve, there is a non-negligible probability of Eve experiencing an instantaneous SNR better than Bob. It is interesting to see how the behavior of the secrecy metric becomes very abrupt as the turbulence is weaker. This is in good agreement with the fact that in the limit case of no turbulence, we have no random fluctuations affecting the signal and hence perfect secrecy is achieved if the average SNR at Bob is better than the average SNR at Eve (i.e., P þ S has a binary behavior as in the Gaussian wiretap channel setup). For longer distances, we observe the complete opposite situation: when the attenuation is large enough to provoke that the average SNR at Bob is smaller than the average SNR at Eve, random fluctuations are now allowing to have a secure communication even though it wouldn't be possible in the absence of turbulence. Since the more severe the turbulence, the larger the fluctuation, this explains why the decay of the secrecy metric is less abrupt for strong turbulence. We also note that regardless of the turbulence severity, the range of values of d b for which secure communication is possible goes down as the atmospheric attenuation loss grows.
In Fig. 5 , we now study the secrecy metric P þ S as a function of the ratio r b =r e in the EnA scenario. Since we are interested in understanding how random fluctuations affect the communication secrecy, we assume a very strong turbulence regime. For this reason, we use the well-known negative exponential model, for which the pdf has exponential form.
We observe that for low values of the ratio r b =r e , secure communication in the EnA scenario is practically unattainable. However, this situation has little impact in practice as this implies that the amount of power leaked to Eve is large enough, and hence, Alice and Bob could easily become aware of the presence of an eavesdropper. Specifically, r b =r e ¼ 1 is the case on which Eve receives (and also blocks) 50% of the beam. From a practical viewpoint, the situation on which r b ) r e is much more interesting. We see that for the range of r b =r e > 10 À2 , perfect secrecy is compromised with larger probability in two situations: when the distance between the legitimate peers d b grows or when the atmospheric attenuation is more severe. Even for values of r b =r e > 10 À2 , achieving a secure communication with a 90% of probability clearly limits the maximum value of d b .
We have certified that the EnA scenario is potentially susceptible to eavesdropping, despite the fact that the narrowness of the laser beam is an advantage from a security perspective. Now, we investigate the EnB scenario, on which Eve takes advantage of the laser beam divergence in order to eavesdropping the communication without affecting the amount of power received by Bob. Since the fully correlated approach for the large-scale fluctuations causes the secrecy metric P þ S to be independent of the large scale distribution, and assuming d e ¼ d b implies that P þ S is also independent of the distance, we will only pay attention to the impact of the small-scale fluctuations and the parameters r e and r b .
In Fig. 6 , we illustrate how correlation between small-scale fading experienced by Bob and Eve has a very important impact on the secrecy. We consider the best possible eavesdropper implying r e þ r b ¼ 1; this means that Eve is able to collect the diverged part of the laser beam not captured by Bob, which corresponds to the worst case in terms of secrecy. We assume different turbulence severities, ranging from weak to very strong, modeled by means of Gammadistributed random variables with different values of . In the limit case of independence, we see that P þ S > 0 even if r b > r e ; conversely, in the limit case of total correlation, both Bob and Eve have the exact same randomness since the channel realization is exactly the same. Therefore, the only difference is a constant scale factor that depends on r e and r b . This factor directly scales the average SNR at each receiver, and the scenario reduces to the Gaussian wiretap channel (i.e., no fading and only AWGN noise). Hence, in this limit situation perfect secrecy can be achieved provided that r b > r e , i.e., a binary behavior is observed. Since Bob is usually aligned with Alice, and assuming a reasonable value for the divergence of the laser beam, then r b ) r e . This means that this limit case is indeed desirable for Alice and Bob, since perfect secrecy can be achieved. Since a stronger turbulence implies a larger fluctuation, we observe that for a fixed value of r b =r e , secure communication is more likely to be compromised as is decreased. We also see how as correlation grows, the secrecy metric tends to become more abrupt towards r b ¼ r e . As previously mentioned, in practice Bob is aligned with Alice, which implies r b ) r e . Hence, even though the EnB scenario is not perfectly secure when independence is assumed for the random fluctuations, we see that a secure communication is attained with a 90% of probability even in the case of r b ¼ 10r e . We also see that if r b ¼ r e , the curves cross at P þ S ¼ 50%; this is easily explained as in these cases, both Eve and Bob not only have the same average SNR but are equally distributed as well.
Discussion
In the previous sections, we have provided analytical results that allow us to understand how secure communication can be achieved in different scenarios of interest in the context of FSO communications. However, there are some aspects and details which deserve a deeper look.
First, the EnA and EnB scenarios have been chosen for being representative in real scenarios where FSO communications are used. Just like the legitimate transmitter and receiver in our system model are static devices placed at the top of buildings, we also thought that physically realizable devices suitable for eavesdropping would also need to be static and therefore placed in the proximities of Alice or Bob. However, it is indeed possible a more general scenario on which this restriction is eliminated. The effect of an eavesdropper placed in between the two legitimate peers can be mathematically analyzed through the general formulation in (11) and using the joint distribution of b and e for the probability calculation. In this case, it is harder for us to imagine the way an eavesdropper should look like in order to be able to physically intercept the message (compared to EnA and EnB). Perhaps more sophisticated scenarios, beyond the scope of this paper (e.g., one making use of an untrusted relay to communicate [35] ) can also be considered.
Along the same lines, there also exists the possibility of having two non-colluding eavesdroppers (EnA and EnB scenarios at the same time). The exact mathematical formulation requires for more complicated probability calculations that the ones in this paper (cfr. [36] for the simpler Rayleigh fading model). However, we may infer what would happen in the specific context of FSO based on our analysis: it is more advantageous for an eavesdropper to be placed close to Alice, in order to take advantage of the path loss experienced by Bob. For an eavesdropper near Bob, there is not such advantage; moreover, such an eavesdropper also has to deal with having access to a smaller portion of power than the legitimate receiver. Hence, we can conclude that the scenario with two colluding eavesdroppers is very similar to the only EnA scenario in most circumstances.
Last, but not least, some knowledge of Eve's CSI is required in order to achieve a secure communication. Even though when Eve is a malicious passive eavesdropper for which CSI cannot be estimated by Alice, we can still assume some kind of statistical CSI knowledge at Alice: in the EnA scenario, Alice can assume that the average received power at Eve is a fraction of the transmitted power r e Á P T . The value of r e is indeed unknown, but can be set to a worst case value (e.g. 10 À2 ) for designing the transmission. In the EnB scenario, the large-scale fading component can be assumed to be the same for Alice and Bob, whereas the small-scale fading component may take different instantaneous values (depending on correlation) but has the same statistical properties as Bob's CSI, conveniently scaling the variance through r e =r b . Once again, r e may not be known but can be approximated in the worst case (best possible eavesdropper) as r e ¼ 1 À r b .
It is however possible to use a secrecy formulation when neither Alice nor Bob have information regarding Eve's CSI. In such situation, the outage probability of secrecy capacity PfC S G R S g is a metric with operational significance, as it gives a probabilistic measure of how the instantaneous secrecy capacity is below a given secrecy rate R S . Since no CSI of Eve is available at Alice, then Alice chooses to transmit at a constant rate R S . This is equivalent to assuming thatĈ e ¼ C b À R S : therefore a secure communication can be achieved provided that C S G R S (i.e., C e GĈ e ), whereas the communication is compromised if C S > R S (i.e., C e >Ĉ e ). In the EnA scenario, this probability can be computed as 
Similarly, in the EnB scenario, the secrecy capacity outage probability is given by
While (29) can be expressed in terms of the distribution of the irradiance at Bob, the computation of (30) or other metrics such as the average secrecy capacity C S ¼ EfC S g using FSOspecific distributions seems to be challenging from a mathematical point of view.
Conclusion
We have discussed the implications of physical layer security in the context of FSO communications, using the probability of strictly secrecy capacity as performance metric. We have seen that for the sake of successfully compromising the communication between two legitimate peers, it is preferable for an eavesdropper to be located close to the transmitter. In this situation, referred to as EnA scenario, we have proved that a sufficiently sophisticated eavesdropper able to subtract a very small amount of power to the laser beam is capable of compromising the communication with a high probability. This probability is increased as the distance between legitimate peers grows.
We have also analyzed the case on which the eavesdropper is placed close to the receiver. This scenario, referred to as EnB, is shown to be inherently more secure than EnA. However, we have also seen that statistical independence of the small-scale fading experience by the legitimate receiver and the eavesdropper is detrimental in terms of security (i.e., beneficial for Eve): even though the average SNR at Bob is in practice larger than the average SNR at Eve, random fluctuations due to scintillation lead to having P þ S G 1, whereas in the absence of fading the communication between Alice and Bob would be perfectly secure.
We believe that these results open a new way of thinking when designing FSO communication systems, adding a new constraint in case a certain degree of security is demanded. Furthermore, the practical design of eavesdroppers able to operate in these scenarios is also a promising line for future research.
